Abstract. P2P computing offers a new interesting field for security researchers. Being highly distributed and lacking centralised, trusted entities for bootstrapping security mechanisms, these systems demand novel approaches for decentralised security solutions.
Motivation
For many years, distributed computer systems have been dominated by the client-server paradigm. In recent years, however, a new paradigm appeared for distributed systems: Peer-to-Peer (P2P) computing. In networks based on this new paradigm, all entities are considered equal and provide equivalent services to other entities. At the same time, all entities can use services from all other participants of the network.
P2P computing offers a new interesting field for security researchers. Lacking centralised, trusted entities for bootstrapping security mechanisms, these systems demand novel approaches for decentralised security solutions. Lately, a new class of P2P-applications has arisen: P2P-based voice and video streaming systems. Examples for such systems are P2P-Voice-over-IP applications like Skype [32] or P2PSIP [30] as well as P2P-video-streaming applications like PPlive [22] or Zattoo [37] . We subsume these applications as Real-Time Communication Applications (RTC-applications for short).
RTC-applications have some important differences to other P2P-applications, e.g., file-sharing. These differences result in specific security requirements. For instance, users expect to reach a telephone callee within seconds, or to switch a TV-channel within milliseconds. In P2P-networks infiltrated by attackers (which can drop or misroute messages), it is challenging to meet these real-time requirements. In contrary, for filesharing it is perfectly acceptable for the user if it takes in the order of tens of seconds to start a download. Thus, the real-time nature of RTC-applications puts constraints on the maximum time a P2P-lookup and P2P data transmission may take. This enables attacks on the availability of P2P real-time communication applications by simply delaying messages. Hence, there is a need for security mechanisms which can not only guarantee P2P routing and lookups in the presence of attacker nodes but also within reasonable time.
Another key difference with respect to security is the kind of data stored in the P2P network. In P2P-VoIP applications, the binding of a user's identity and the current location of the user (e.g., his IP-address) is stored as a data item in the P2P network. Attackers can redirect telephony calls to themselves simply by forging this binding, e.g., by updating the data item for a particular target identity. Thus, impersonation attacks are a very serious threat for P2P VoIP applications. It is therefore necessary to develop decentralised solutions for cryptographic content protection for these applications. In contrary, for filesharing applications user impersonation attacks are not a threat.
Other application-specific challenges are for example the risk of content pollution in P2P video streaming systems [15] or the regulatory requirement for lawful interception in large-scale communication systems [28] . Thus, P2P-based voice and video streaming applications impose some novel security research challenges. While there exist quite a few works on securing P2P-networks in general, only very few papers consider the unique security challenges for running real-time communication applications over a P2P-substrate [12] [27] .
The goals of this paper are the following:
-highlighting the unique security requirements for P2P VoIP and P2P Video streaming applications and show why existing, generic solutions for P2P security do not address these problems or are not applicable -presenting the resulting research challenges, taking into account existing work in this area -sketching approaches towards potential solutions, focusing on the specific characteristics of P2P-RTC-applications which can be used to develop decentralised security mechanisms
The rest of this paper is organised as follows. Section 2 provides a short overview on existing P2P VoIP and P2P video streaming systems. Section 3 discusses the corresponding security challenges for these types of P2P-based real-time communication applications. A survey on previous work to secure P2P VoIP and video streaming applications is presented in section 4. Section 5 highlights open research problems with respect to security and outlines potential approaches for addressing these problems. Finally, section 6 concludes the paper with a summary.
Brief Overview of P2P-Based Voice and Video Applications
In general, P2P networks can be classified into unstructured and structured systems [19] . Early systems (e.g., Napster, Gnutella) used flooding for message routing in the network. Such unstructured systems cannot give any formal guarantees that a message in the network will reach its destination. Furthermore, broadcast messages impose an unnecessary traffic burden on the network. To improve lookup time for a search request, so-called Structured Overlay Networks 1 have been proposed by researchers. These networks provide load balancing and efficient routing of messages. Structured P2P networks are based on Distributed Hash Tables (DHTs) [25] [34] and provide key-based routing: given a key (as a search request inserted by a participating node into the network), the network returns the node responsible for storing data belonging to that key. Routing as well as node responsibility for keys is based on a hash function: NodeIDs and key-IDs are computed using the same, system-wide hash function. The node which has the ID closest to a certain key-ID is responsible for storing data for this key-ID 2 . Today, unstructured P2P networks prevail on the Internet due to their simple routing algorithms and low overhead [19] . In addition, many types of applications (e.g., file-sharing) do not need the formal guarantees offered by structured P2P networks. DHT-based (i.e., structured) P2P systems are heavily studied by researchers and are slowly starting to appear as real applications on the Internet.
P2P-Based IP Telephony and Video Telephony
A very famous P2P-based VoIP (Voice-over-IP) application is Skpye [32]. Skype's security model is based on two principles: a) a central login server and b) a security-by-obscurity approach regarding the communication protocol and peer software [6] (i.e., communication between peers is encrypted and the peer software is only available in binary code). Thus, researchers have analysed Skpye through (mostly passive) measurements [6] [10] in order to derive a view into Skype's interior functioning. In addition, reverse engineering of Skype's peer software has been performed in detail [8] . From a security research perspective, Skype is not suitable for investigating secure distributed algorithms for communication and data storage in P2P-VoIP systems due to its closed source code and security-by-obscurity paradigm.
As an alternative to Skype, researchers have proposed DHT-based P2P VoIP signalling with the Session Initiation Protocol (SIP [24] ) [30] . This approach resembles an open-specification paradigm and is commonly referred to as P2PSIP. With P2PSIP, the binding of a user's identity (i.e., his SIP-URI) and his current location (i.e., IP-address and port) are stored in a DHT. The SIP-URI is the key and the current location of the callee is the corresponding data item stored at the responsible node in the DHT. Thus, the DHT can be used to obtain the current location of a desired callee. Technically, P2PSIP enables the establishment of any kind of real-time user-to-user multimedia session (e.g., voice, video, instant messaging). Figure 1 [28] shows an example 3 where two users, Alice and Bob, have joined a Chord DHT [34] . Bob has registered his SIP-URI bob@biloxy.com with the P2P network by hashing his SIP-URI and storing his current location at the node responsible for hash(SIP-URI). In the example, Bob's SIP-URI hashes to 210 and is stored at node 215 in the network because this node has the closest node-ID to the key-ID 210. If Alice wants to call Bob, she computes the key-ID for Bob's URI by hashing his SIP-URI and inserts a key-lookup(210) query into the DHT. The lookup request gets routed through the P2P network (1) and finally returns the IP-address and port of the node responsible for the requested content (2) . Alice can then contact that node (i.e., 215) directly, without using the DHT, to receive Bob's location (3). Finally, Alice can call Bob (4) using regular SIP signalling.
Notably, the P2P network is only used for signalling. The actual media transfer of (normally) RTP 4 packets is taking place directly between the users and is not routed over the P2P network. At the time of this writing, several independent prototype implementations of P2PSIP exist [31] [4] . Furthermore, there is a P2PSIP working group in the IETF which has the goal of standardising a protocol for serverless VoIP signalling with SIP [21] .
P2P IPTV and Live Video Streaming
In contrast to P2P VoIP applications, P2P IPTV and live video streaming applications are characterised by the fact that the actual media stream is transmitted over the P2P-overlay. This is the main reason why these systems are usually based on unstructured P2P networks: The requirements of video streaming for low delay and high, constant bandwidth render the overhead of structured P2P networks infeasible. Instead, participating nodes form a so-called swarm in an unstructured network, and exchange only a few, single-hop signalling messages. The video stream is split into so-called chunks which are exchanged among peers. Depending on the system, peers can either push chunks to their neighboring peers (i.e., the ones to which they have a direct link in the P2P topology) or pull chunks from their neighboring peers. Researchers are currently investigating the effect of different such chunk scheduling strategies on overlay topology and overall system performance (e.g., [1] [9]). Figure 2 shows a schematic view of a generic P2P-based video streaming system. A source node splits the video stream into chunks and distributes these chunks to initial peers in the overlay. Then chunks are exchanged among peers according to a chunk scheduling strategy (push/pull). Depending on the concrete strategy, peers may query their neighbors for certain chunks (in the case of a pulling system) or offer their neighbors currently buffered chunks (in the case of a push system) 5 . Examples for popular systems are PPLive [22] , SOPCast [33] , TVants [35] , Zattoo [37], or TVUPlayer [36] . In addition, high-definition (HD) P2P streaming (i.e., up to 10 Mbit/s) is expected to be a reality in the near future. Already, several commercial P2P video streaming applications have launched tests for HD P2P-TV, e.g., Babelgum [2] or Zattoo [37].
Security Challenges for P2P-Based Voice-and Video-Streaming Applications
Due to the dynamic nature of P2P systems (e.g., nodes can join and leave the network frequently) and the lack of central entities on routing paths, many existing security solutions are not (or at least not directly) applicable to P2P networks. In principle, nodes in a P2P network must be regarded as not trustworthy and attacker nodes may drop, modify, or misroute messages. The security of P2P systems has been studied by researchers, mostly considering file-sharing as the prototypical P2P application. Real-time communication applications, however, impose additional challenges which have not received a lot of attention in the literature. These specific challenges are due to the real-time requirements, the type of data stored in the network, privacy considerations, and the risk of unsolicited communication. In addition, VoIP applications in particular have the regulatory requirements of lawful interception and emergency calls. In this section we discuss these challenges in detail.
Authentication
Douceur has shown that in any distributed system without some form of a central entity for identity assertion, attackers are able to create virtual, fake identities [16] . Thus, decentralised authentication of participating nodes is a challenge for any P2P application. For P2P-VoIP, the authentication of user-identities (i.e., SIP-URIs) without a central authority which is trusted by all nodes in the system (e.g., a root certificate authority) is an additional problem. Authentication and encryption of real-time streams, on the other hand, is technically straightforward with SRTP [5] . Thus, confidentiality of media streams is not a challenge but rather that proper mechanisms for authentication and key exchange exist.
Real-Time Communication Availability Requirements
Real-time communication applications demand low delay and in the case of video additionally high, constant bandwidth. These characteristics make RTC applications more susceptible to attacks on availability than other P2P applications. Attackers can severely degrade services simply by dropping or delaying messages transmitted over the P2P network, even if this gets eventually detected by the sender and messages are re-sent over a different path. The simplest case are so-called free-riders: nodes that consume services offered by other nodes but which do not themselves contribute services to the P2P network. In addition to such passive attacks, active attackers can absorb even more resources from the P2P routing layer in vain by forwarding messages wrongly or with false content, potentially delaying the detection and retransmission of messages even further.
For VoIP, such behaviour attacks the availability to reach desired callees. For instance, it has been shown that even a small amount of free-riders in a P2PSIP network can significantly decrease the ability for calls to reach the callee [29] . For live video streaming, not enough chunks might arrive at users' clients so that either the video cannot be played at all or with less quality (in the case of codecs which can compensate lost chunks by playing the video stream at a lower bitrate), degrading the overall quality of the application for users [17] .
Spam and Content Pollution Attacks
Unsolicited communications (e.g., Spam over IP Telephony, SPIT ) is a bigger threat for real-time communications than for other P2P-applications because it immediately disturbs the user with a ringing phone or potentially offending video content. SPIT is expected to become a threat in VoIP networks in the near future [23] due to lacking authentication mechanisms, low costs for call initiations, and vulnerable devices. Following this reasoning, SPIT can be expected to be an even bigger threat for P2P-based VoIP because similar assumptions hold but authentication is likely to be even more difficult in a P2P scenario. More importantly, many mechanisms proposed by researchers against SPIT (e.g., [3] [23]) rely on central entities (i.e., signalling servers) on the routing path. This property renders such mechanisms not very useful in a P2P setting: Due to the dynamic membership in P2P networks routing paths change frequently and messages for a certain callee do not necessarily traverse a specific path on which protecting services can be deployed. Additionally, spammers can harvest target locations in a straightforward manner by simply trying lookup requests in the DHT consecutively over the co-domain of the hashfunction used. A related threat for video streaming systems are so-called content pollution attacks, where attackers forward unsolicited chunks to other peers. Figure 3 [15] shows a P2P network where a malicious node sends bogus chunks to other peers, falsely marking these chunks as legitimate. These corrupted chunks get propagated through the P2P network, thereby not only degrading performance of the polluter's direct neighbors but also of other peers. One of the few works where such attacks have been studied is [15] . The results show that content pollution attacks can severely impact the quality-of-service in P2P live video streaming systems.
Integrity of Data Items and P2P Messages
With P2PSIP, SIP registrations, i.e., the binding of an identity with a current user location, are stored in the P2P network. Attackers can impersonate a target identity by redirecting calls through forged P2P messages. Figure 4 exemplifies such an attack. In this example, an attacker has joined the DHT with node-ID 163 which replaces node 170 on the routing path between Alice and the node responsible for storing Bob's SIP registration (compare with figure 1 ). The attacker can modify Bob's SIP registration before forwarding the result of the DHT-lookup to Alice, thereby redirecting Alice to any node under his control. Similar attacks are possible during storing of data items in the DHT or in the case that the attacker node is actually responsible for storing SIP registrations itself 6 . To prevent such man-in-the-middle attacks on P2P messages, the integrity of data items which are stored in the P2P network must be cryptographically protected. It is, however, unrealistic to assume that all P2P nodes can agree on a centralised PKI-like certification infrastructure.
Likewise, without integrity protection attackers can modify chunks in P2P live video streaming systems. This can result in content pollution attacks with advertisements or offending content. However, in systems with a single or few sources it may be reasonable to assume that peers can obtain a certificate of the source (e.g., through an out-of-band channel).
Privacy Concerns
In any P2P-based real-time application, participating nodes forward signalling messages. For P2P-based VoIP systems, any node on the routing path can log who tried to call whom. Since P2P nodes cannot be considered trustworthy and routing paths change frequently (due to the joining and leaving of nodes, e.g., compare figure 1 with figure 4 ) important privacy concerns arise for callers as well as for callees. In contrary to centralised VoIP where there is a trust relationship between the user and its provider (and in many countries also legal obligations for the provider to observe user privacy), users may not feel comfortable that unknown nodes route and log their call establishments. Analogically, neighboring nodes in a P2P live video streaming system can detect which channel a certain node is watching by observing chunk exchanges with this node.
Lawful Interception and Emergency Calls
In most countries laws and regulation require the technical possibility for Lawful Interception of voice (or video) communications between two (or more) users 7 , i.e., the process of legally authorised wiretapping of communications carried out by law enforcement organisations [28] . Lawful Interception of real-time communications over IP networks is technically challenging compared to other, traditional telephone networks [27] . Using a P2P network for VoIP signalling complicates Lawful Interception even more, mostly due to the lack of a central entity which is on every signalling path for a target identity. The implications of applying the P2P paradigm to VoIP signalling for Lawful Interception have been analysed in [28] . In summary, the lack of a central entity, changing participants and varying data responsibility, P2P-routing characteristics, and the non-trustworthiness of nodes make Lawful Interception in P2P-VoIP networks technically very challenging if not impossible at all. Figure 5 [28] illustrates in an example how the routing characteristics in P2P networks complicate Lawful Interception: In this figure, Bob is trying to call Alice (assuming that her SIP-URI hashes to 55). Note that the routing path is completely disjoint from the case where Alice calls Bob (compare with figure 1 ). For Lawful Interception this means that incoming and outgoing phone calls for a certain target identity cannot be intercepted at a single point in the network.
Similar to Lawful Interception, the possibility to make emergency calls may be a regulatory requirement for P2P-based VoIP services. However, it may not be possible to enforce prioritisation of signalling messages for emergency calls in a P2P scenario because it cannot be assumed that all participating nodes are trustworthy and thus handle specially marked messages accordingly. In addition, securely determining the physical location of VoIP users in real-time may be difficult in an infiltrated network since attackers can drop, delay, modify, or misroute messages [27] .
Existing Security Approaches
A considerable amount of research has been done regarding P2P security in general. Specifically for structured, DHT-based overlays, several mechanisms for secure node-ID assignment and for securing DHT routing in the presence of attackers have been proposed in the literature (e.g., [11] [13] [14] ). While all this work is applicable to P2P-networks for real-time communications, it does not consider the specific challenges for RTC-applications in particular (compare 3).
In [27] , the specific security challenges for P2PSIP as a DHT-application are analysed. Potential solutions sketched on a high level are non-scalable security add-ons (i.e., centralised solutions), distributed trust and reputation systems, and approaches which use self-certifying data items ( [26] , see below) [27] . In addition, secure routing techniques [14] are suggested to increase lookup availability in the presence of free-riders and active attackers in the P2P network. Furthermore, a (MIX-like) pseudonimity service is envisioned to protect the privacy of callers. Similarly, Chopra et al. provide a survey on security aspects for P2P-based VoIP applications and briefly discuss potential solutions on a general level [12] . Besides the approaches already mentioned in [27] , they regard a PGP-like web-of-trust among users and SIP end-to-end encryption as promising approaches but do not present detailed algorithms. Also, the IETF P2PSIP working group [21] is considering security and has some initial, but immature proposals for end-to-end encryption and secure node-ID assignment [18] .
As a concrete solution specifically targeted at P2P-based VoIP systems, selfcertifying SIP-URIs have been proposed to protect the integrity of data items (i.e., SIP-URI/location-bindings) stored in P2PSIP networks [26] . Self-certifying identities are identities where the ownership of an identity can be verified without relying on a trusted third party (such as a certification authority). Technically, self-certifying identities are created (at least in part) as the hash of a public key. The owner of the identity can use the corresponding private key for signing messages or in general for proving the ownership of the identity. For P2PSIP, self-certifying SIP-URIs have the advantage that users can cryptographically protect their location bindings which are stored in the DHT while relying on a completely decentralised solution for verification of such signatures [26] .
A related approach for secure identity assertions in P2PSIP networks called P2PNS has been presented by Baumgart [7] . P2PNS proposes a two-stage name resolution which uses a static cryptographic node-ID per user. The mappings of SIP-URI to node-ID and from node-ID to current location are stored in a DHT (since the first mapping is static, it can be cached). Similar to self-certifying SIP-URIs [26] , this approach associates a public/private key pair statically with a SIP-URI.
The first study of an actual implementation of secure routing algorithms in a P2PSIP prototype has been presented in [29] . The results of this study show that even a small amount of attackers can significantly delay call setup times for users in a P2PSIP network. In addition, the conducted experiments demonstrate the principle effectiveness of the proposed security algorithms. Overall, this work points out the need for further research regarding secure DHT routing algorithms suitable to fulfill real-time communication requirements.
There is only very few research on malicious behaviour in P2P live streaming systems. Presumably, this is due to the fact that these systems are fairly new and have only been started to be analysed in the literature. In [17] , security issues for such systems are highlighted and briefly discussed. Dhungel et al. investigate content pollution attacks in a concrete P2P live streaming system [15] . Their results show that such attacks can significantly degrade the availability in P2P live streaming systems. As potential countermeasures, the authors investigate blacklisting of polluters, encryption of the stream, hash verification, and signing of chunks by the source. In conclusion, chunk signing seems to be the most effective countermeasure against content pollution attacks.
In summary, only a few proposals exist for securing P2P-based VoIP systems. Further, existing work in this area is lacking concrete experiments and measurements which show the applicability and scalability to real P2P environments. More importantly, existing work does not address some of the crucial issues described in the previous section (section 3): To the best of our knowledge, there are no concrete research proposals for Lawful Interception, emergency calls, SPIT prevention, and privacy concerns specifically targeted at P2P-based VoIP systems. Even less work exists in the area of securing P2P live video streaming systems. This is worrying given the fact that these systems are highly popular and user communities for P2P video streaming are increasing at fast pace.
Open Research Problems and Outline for Potential Solutions
We have shown that P2P-based voice and video applications impose some interesting, new security challenges which have only been sparsely addressed by the security research community so far. Specifically, with respect to existing work, we regard the following as open research problems and interesting future work for security researchers:
-Developing P2P routing algorithms which can handle malicious nodes on the routing path and still guarantee RTC application requirements (i.e., low delay, high bandwidth, constant bandwidth) -Investigating decentralised solutions (i.e., mechanisms which do not depend on a signalling entity which is on each routing path) for detecting and preventing unsolicited communications such as SPIT or content pollution attacks -Investigating architectures for distributed user authentication in P2P networks with user-to-user real-time communication (e.g., VoIP or Video Telephony) -Finding solutions for Lawful Interception in serverless VoIP networks like P2PSIP -Enabling reliable, secure, and prioritised emergency calls in P2P-based VoIP systems with malicious nodes -Designing distributed algorithms for preserving privacy on the P2P routing layer for P2P-based VoIP and live video streaming systems
Besides their unique threats and security considerations, real time communication applications also offer some special characteristics that could be exploited to bootstrap innovative and decentralised security mechanisms. For instance, in the case of direct real-time communication between two or more users, these users are able to recognize their communication partner by using the application itself (this property is inherent with any voice or video application where users hear or see a communication partner). This fact can potentially be beneficial for decentralised authentication or reputation systems in applications with user-to-user real-time communication (e.g., VoIP or direct video calls between users). ZRTP [38] is a good example how such application-intrinsic authentication can be exploited to secure a communication channel. ZRTP enables a DiffieHellman key exchange over an RTP media stream. However, the key exchange is protected against man-in-the-middle attacks through a short authentication string (SAS ) 8 . This short authentication string is displayed to the users which can compare it (thereby detecting attacks) by reading it over the RTP stream. Thus, an attacker would need to forge the voice of users in real-time in order to still launch an undetected man-in-the-middle attack on the key exchange. Figure 6 shows an example of a key exchange with ZRTP where two users compare the SAS (which is displayed in their VoIP client) over a voice media stream. If the SAS is the same on both sides the key exchange was successful and secure. In this way, ZRTP offers authentication of a known communication partner (and key exchange) without using any certificate infrastructure.
Further, often times social relationships exist between real-time communication partners. For instance, some VoIP users may frequently call known friends or family members. Researchers have started to consider the use of such social networks for security. In the field of P2P computing, Marti et al. have proposed to modify DHT routing such that messages are routed with higher probability to users with whom the user of the P2P-application has a link in a social network [20] . However, their approach maps the links in an external, web-based social network to P2P-nodes. For real-time communications among users, it may be possible to create such social links based on the interaction among users within the P2P application itself (e.g., VoIP calls). In addition, cryptographic key exchange (using ZRTP or similar solutions) with communication partners based on the social relationships among users could constitute an anchor for bootstrapping more complex security architectures. Furthermore, such application-intrinsic social networks could also be used to mitigate content pollution or spamming attacks by forming a distributed reputation system among socially connected users. Figure 7 exemplarily shows the social relationships among users in a P2P-VoIP application. While some users have a direct relationship on the overlay layer and in the social network (e.g., users A and B), other users are directly Fig. 7 . Application-intrinsic Social Network in a P2P-based VoIP System connected in the social network but do not share a direct link in the P2P network (e.g., users B and C). In particular, users B and C might be able to exchange cryptographic keys securely and establish an encrypted connection over the P2P layer even though every message between them gets sent over the untrusted (and potentially malicious) user D.
It is, however, an open research problem how these properties, i.e., applicationintrinsic authentication and social relationships among users, can precisely be exploited and combined to bootstrap more sophisticated decentralised security mechanisms.
Conclusion
In this paper, we looked at the security issues in P2P-based voice and video applications. In particular, we discussed threats that either impose a significant challenge due to the real-time requirements of such applications or are in other ways specific to these kinds of applications. We surveyed existing work, showing a discrepancy between the popularity regarding these applications on the one hand and investigations of corresponding security solutions by the research community on the other hand. Based on this analysis, we highlighted open research problems in this area, which include secure routing, prevention of unsolicited communication, emergency calls, distributed user authentication, and privacy considerations. As an outline for future work, we identified certain properties of P2P real-time communications which in principle enable approaches towards decentralised authentication and bootstrapping of distributed security mechanisms.
In summary, our study shows that security in P2P-based voice and video applications has not received enough attention in the research community. This is worrying, as more and more real-world applications appear on the Internet. P2PSIP is currently being standardised in the IETF and P2P live video streaming applications are offering services to an increasingly large audience. Thus, there is a need for further investigations, addressing the open problems we identified in this study and striving to develop innovative, decentralised solutions for real-time communication applications over P2P networks.
